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B North America leads the world in crypto usage despite ongoing
regulatory questions

Share of all cryptocurrency transaction value received by region

Q32021 - Q3 2023 Crypto activity has fallen over globally

. . . - 4 the last year, following negative
== Central & Southern Asia and Oceania Eastern_ Asia == Eastern Europe == Latin America == MENA == North America
== Sub-Saharan Africa == Central, Northern & Western Europe deve|0pment8 SUCh as the COI |apSG Of

FTX in November of 2022.
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20.0%

- North America is the largest
\//\ cryptocurrency market, with an

estimated $1.2 trillion in value

10.0% \/\ | —— received on-chain between July 2022
T e~ — and June 2023.

That total represents 24.4% of global
transaction activity.
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J Stablecoins are the most widely-used crypto assets worldwide

Share of North America transaction volume by asset type

Total cryptocurrency value received by country by asset type
Jul 2023 - Jun 2022

Jul 2022 - Jun 2023
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. Stablecoins are on the rise worldwide

Stablecoin transaction volume by issuer's U.S. license status
Jan 2023 - Oct 2023

== Non-U.S. licensed == U.S. licensed 80.0%
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Share of stablecoin inflows to U.S. licensed vs. non-U.S. licensed exchanges
Jul 2022 - Jun 2023

= U.S.licensed == Non-U.S. licensed

Sep 2022 Nov 2022 Jan 2023 Mar 2023 May 2023

Although U.S. entities originally helped legitimize and
seed the stablecoin market, more crypto users are
pursuing stablecoin-related activity with trading
platforms and issuers headquartered abroad

Since spring of 2023,

the majority of stablecoin inflows to the 50 biggest
crypto services have shifted from U.S. licensed
services to non-U.S. licensed services
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J} Stablecoins - seizure opportunities

18. isBlackListed
<input> (address)

<input> (address)

Query

bool

Tether Freezes 41 Crypto Wallets Tied to Sanctions

Several of the frozen wallets had been using Tornado Cash over the past six months.

Circle, Tether freeze over half of the $126M assets
stolen from Multichain breach

Multichain is down for over 30 hours after the hack while $67.5 million of stolen assets have been

& Chainalysis frozen and $1.85 million tokens burned.



J Stablecoins freezing mechanism

Addresses blacklisted by Tether

T)qPocniAg5...  TXFKFAPKZT].. TCvMMsShKXS...
Tawfiq Muhammad Said Al-Law. Address also >
blacklisted by Tether. -
TWBAPzpPI
Mainstream
exchange
O - Address listed in NBCTF seizure order.
Iranian Al-Law
exchange counterparty

Tokens sent to the "Coin Generation" cluster generally
represent tokens being removed from circulation on
the selected network

33,431,197 . 33,431,234 .

PolyNetwork PolyNetwork Coin
Hack Generation
2021-08-10
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B Russia saw the biggest year-over-year decrease in crypto volume

Eastern Europe total crypto value received by country Top countries by cryptocurrency value received

Jul 2021 - Jun 2022 vs. Jul 2022 - Jun 2023 Jul 2022 - Jun 2023

M Jul2021-Jun2022 W Jul 2022 - Jun 2023 512508
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Index: Growth in transaction volume of homegrown Russian exchanges vs. Global exchanges
Dec 2021 - Jun 2023
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B Russia based exchanges are used for sanctions evasion

% Chainaly

Generally, North Korean hacking groups funnel funds
to mainstream exchanges, as we see here.

Recently, North K
stolen funds to @

o

rea’s Lazarus Gra
ussian exchor

toa Ry

Chainalysis data shows that $21.9
million in cryptocurrency stolen from
Harmony Protocol was transferred to a
Russia-based exchange.

Additionally, Chainalysis has evidence
that shows that DPRK entities have
been using Russian services for money
laundering since 2021.
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. 2024 - What’s next?

The 2023 Global Crypto Adoption
Index: Central & Southern Asia Are
Leading the Way in Grassroots and Virtual Worlds in 2024
Crypto Adoption

The Unified Future of Al, Blockchain

2024: The Revenge of Bitcoin

B = > &
i
. o 3 ,"
5 b N
/I N
K .

o . . Cathie Wood Sees Bitcoin Price
BlackRock Wants to Follow Bitcoin ETF With an Ethereum Reaching $1.5M by 2030 After

ETF. Marketing It Might Not Be So Simple ETF Approval

% Chainalysis Proprietary and Confidential 1






il Estimating crypto-level transaction volume

% Chainalysis

Source: Chainalysis Reactor

on a platform

by the breakdown of countries accounting for

to each platform’s website

Source: SimilarWeb
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Additional factors considered:
e Time zone analysis of platform’s
crypto activity
e Fiat currency pairs offered
e \Website language options
e Location of headquarters

CLUSTER - BTC B X I
Graph Name Organization Name Chainalysis Name Category . N . .
We distribute|crypto activity,
Root Address Balance: 7.694.. BTC Transfers: 446,725
—
1 Sent: 54,059. BTC ithdrawals: 333,311
Received: 54,111.291.. BTC Deposits: 392,042 .
wach b traff
g Al Total Fees: 44.01 BTC Addresses: 69,615 We ra I C
Overview  Counterparties Transfers  Addresses OSINT  Nodes L EXP
[ T T T T y
09 1 11 13 ‘14 i 1 8 19
Notes
¢ c [
4 . Korea, Republic Of 96.30%
Filter @ Jusp) -
il I United Arab Emirates 0.69%
Receiving Exposure Sending Exposure
B8 United States 0.65%
atm exchange
= unspent
~ darknet mar... [ merchants..
| E3 Vietham 0.29%
= high ris...
p2pe.. i China 0.21%
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l Applying web traffic shares to services

Service X receives
$100M in economic
transfer value

% Chainalysis

Africa

contributes

75% of service

X’s web traffic .

Africa received
$75M

North America
contributes

25% of service
X’s web traffic

North America
received $25M

Proprietary and Confidential

Kenya contributes 50% of
service X’s African web traffic

Kenya received $37.5M

Nigeria contributes 50% of
service X’s African web traffic

Nigeria received $37.5M

The U.S. contributes 100% of
service X’s North American
web traffic

The U.S. received $25M

Canada contributes 0% of
service X’s North American
web traffic

Canada received $0



