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Collaborative Transaction Monitoring 

in Practice



Use cases of  Collaborative Transaction 

Monitoring

discover unknown risk assess known risk



Discovering unknown risks: Examples

Network Analysis



Discovering unknown risks: Examples



Assessing known risks: Example

Known Risk: Customer A is receiving money 

from a counter party from a high-risk jurisdiction.

Step 1: Sharing of anonymous statistical data

Step 2 to X: Sharing of statistical data on Customer 

A / the specific transactions (e. g. number of high-

risk customers in the network of customer A)

Last step: Sharing of open personal data (e. g. 

asking other banks whether their customers also 

receive money from the same counter party)
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Legal Challenges in Collaborative 

Transaction Monitoring

 Data protection laws

 Outsourcing of  compliance 

functions that are not 

permitted under AML law

 Cooperation prohibited by 

competition law

 Possible violation of  

prohibitions on tipping off



Art. 75 EU-AML Regulation as a game 

changer for the European market?

Applicable

from summer

2027



Data sharing based on Art. 75 EU-AMLR

 All obliged entities can participate.

 The range of  shareable data is vast:

 Customer Data (address, name etc.)

 Transaction Data

 CDD data (such as risk classification)

 TM data (number of  alerts etc.)

 No restriction to post-suspicion data!



Data sharing based on Art. 75 EU-AMLR

Caveat: Art. 75 para. 4 lit. f) EU-AMLR seems to restrict data 

sharing to high-risk cases.

However: 

 Definition of  high-risk cases is quite broad (e. g. every case that 

is associated with a higher risk according to NRA or SNRA)

 Data exchange is also allowed when customers are involved „for 

whom the obliged entities need to collect additional information in order to 

determine whether they are associated with a higher level of  risk of  money 

laundering, its predicate offences or terrorist financing“



Privacy Measures

 Art. 75 EU-AMLR does not grant 

any exception to the EU General Data 

Protection Regulation.

 Obliged entities “shall implement 

appropriate technical and organisational 

measures […] to ensure a level of  security 

and confidentiality proportionate to the nature 

and extent of  the information exchanged“ 

(Art. 75 para. 4 lit. e) EU-AMLR). 



Exchange of

more granular 

statistical

information

Privacy Measures: Suggestion for a „ladder

approach“

Exchange of
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